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Part | — Scenario Essays & Model Answers (20)

Essay 1: Homeland Security Enterprise

A metro region faces cyber phishing and drone activity near a stadium. Outline a
rights-respecting, whole-of-community response.

Model answer: Coordinate via fusion center with police, cyber units, stadium security, and
FAA; triage tips; use minimal data with retention limits; JIC for public comms; escalate to
federal partners if thresholds met.

Essay 2: All-Hazards vs Annexes
Contrast an all-hazards EOP with a winter storm annex.

Model answer: Base EOP defines ICS, roles, and comms; annex adds hazard triggers,
warming centers, utility protocols, and transportation priorities under same ICS.

Essay 3: NIMS/ICS Roles
During city-wide outage, what are Ops, Planning, Logistics, Finance/Admin?

Model answer: Ops executes tactics; Planning tracks status and builds IAP; Logistics sources
services/equipment; Finance/Admin manages costs/contracts/claims.

Essay 4: Intelligence Cycle
Lab thefts on campus—apply the intelligence cycle.

Model answer: Direction, Collection, Processing, Analysis, Dissemination, Feedback.

Essay 5: Indicators & Warnings
Three pre-incident indicators + proportional response for gatherings.

Model answer: Reconnaissance, probing, threatening posts; increase patrols/screening and
tip lines; avoid profiling; document.

Essay 6: Risk Concepts
Threat vs vulnerability vs consequence at water plant.

Model answer: Threat: insider; Vulnerability: exposed ICS; Consequence: public health; risk
integrates all.

Essay 7: Risk Prioritization
Prioritize flood (M/H), cyberattack (H/M), heatwave (H/H).

Model answer: Heatwave/cyber first via risk and ROI; fund cooling centers/alerts and cyber
hygiene/backups; seek grants.
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Essay 8: Infrastructure Interdependence
Pipeline outage cascades—two impacts + mitigations.

Model answer: Hospital generators at risk; transit reduction. Mitigate with priority fuel MOUs,
alt suppliers, rationing, comms.

Essay 9: Cyber-Physical COOP
Ransomware hits 911 CAD. Continuity steps?

Model answer: Manual dispatch, radio roll calls, paper cards, mutual aid; isolate networks;
transparent comms.

Essay 10: Access & Functional Needs
Inclusive evacuations.

Model answer: Inclusive teams; voluntary registries; accessible transport; multi-lingual/ADA
alerts; exercises.

Essay 11: Terrorism Typologies
Lone actors vs small cells detection.

Model answer: Lone actors fewer logistics; watch leakage. Cells show logistics enabling
indicators.

Essay 12: Disinformation Control
Chemical spill rumors—risk comms plan.

Model answer: JIC, plain FAQs, trusted messengers, debunk with evidence, protective
actions, frequent updates.

Essay 13: Protest Policing
Proportional steps near critical infrastructure.

Model answer: Dialogue teams; lawful orders; designated zones; cameras; targeted arrests
for violence; protect rights.

Essay 14: Privacy Safeguards
Deploying LPRs—safeguards?

Model answer: Purpose limits; minimal retention; access logs/audits; public transparency;
forbid protected-class targeting; oversight.



PrepPool.com  SEC-310 — Final Exam Practice Study Guide (Sampler)

Essay 15: Mutual Aid & EMAC
How EMAC speeds US&R.;

Model answer: Standardized requests, credential recognition, liability/reimbursement clarity;
faster mobilization.

Essay 16: Mitigation in Recovery
Use post-flood recovery to reduce risk.

Model answer: Higher standards, buyouts/elevations, diversify routes, mitigation grants;
engage community.

Essay 17: Improvement Planning
After-action with 12 issues—what goes in plan?

Model answer: Owners, deadlines, resources, metrics, follow-up exercises; budget
integration; tracking.

Essay 18: Public Health Surge
Respiratory virus surge—key steps.

Model answer: Masking high-risk settings, ventilation, cohorting, surge staffing, telehealth,
data sharing; clear commes.

Essay 19: COOP Essentials
Three COOP elements for 30 days.

Model answer: Succession, delegations, alternate facilities/telework, interoperable comms,
records, reconstitution.

Essay 20: Ethics & Procurement
Contractor overstated capabilities—prevent recurrence.

Model answer: Vetting, performance bonds, COI disclosures, corrective clauses; ethics
training and audits.
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Part Il — Multiple-Choice Questions with Explanations (20)
MCQ 1. The homeland security enterprise relies on:

A) Single-agency control

B) Whole-of-community coordination
C) Military-only response

D) Private sector exclusion

Explanation: HSE integrates public, private, and community partners.

MCQ 2. NIMS/ICS provides:

A) Grant accounting

)
B) Common command structures and terminology
C) Criminal sentencing guidelines
D) Medical billing codes

Explanation: ICS standardizes command/coordination.

MCQ 3. Vulnerability is:

A) A weakness that can be exploited

B) An actor intending harm

)
)
C) A guaranteed outcome
D) The cost of insurance

Explanation: Vulnerability differs from threat and consequence.

MCQ 4. A core ICS section is:

A) Operations

B) Judiciary

C) Treasury
)

D) Legislature

Explanation: Ops, Planning, Logistics, Finance/Admin are core sections.

MCQ 5. Mitigation focuses on:

A) Immediate life safety only

B) Long-term risk reduction
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C) Media relations

D) Procurement law

Explanation: Mitigation reduces future risk.

MCQ 6. Fusion centers mainly:

A) Run prisons

B) Facilitate intel sharing among agencies

C) Issue building permits
)

D) Manage hospitals

Explanation: They share/analyze information.

MCQ 7. Effective risk communication should:

A) Avoid acknowledging uncertainty
B) Provide clear, actionable guidance
C) Use jargon for precision

D) Wait until all facts are known

Explanation: Clarity and action build trust.

MCQ 8. Emergency declarations:

A) Automatically suspend civil rights

B) Enable access to aid and resources
C) Create martial law
)

D) Nationalize utilities

Explanation: They unlock resources; rights remain protected.

MCQ 9. The intelligence cycle starts with:

A) Direction (requirements)
B) Arrest

C) Trial

D) Budgeting

Explanation: Requirements shape collection and analysis.
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MCQ 10. Proportional protest policing emphasizes:

A) Pre-emptive mass arrests

B) Dialogue and targeted enforcement

)

)
C) No communication
D) Force as first resort

Explanation: De-escalation and rights protection first.

MCQ 11. Interdependency means:

A) Sectors are isolated

B) Failures can cascade across sectors
C) Only cyber risk matters
)

D) Transport is independent of energy

Explanation: Sectors affect one another.

MCQ 12. JIC stands for:

A) Joint Information Center

B) Judicial Investigation Council

C) Jurisdictional Incident Command
)

D) Joint Insurance Commission

Explanation: Multi-agency public information hub.

MCQ 13. COOP plans should include:

A) Only evacuation maps

B) Orders of succession and alternate facilities
C) Only contact lists
)

D) No records policy

Explanation: Succession and alt facilities are core.

MCQ 14. LPR privacy risk is mitigated by:
A) Unlimited retention
B) Purpose limits and audit logs

C) Public posting of all plates



PrepPool.com  SEC-310 — Final Exam Practice Study Guide (Sampler)

D) No oversight

Explanation: Safeguards reduce privacy impact.

MCQ 15. 911 CAD ransomware continuity:

A) Turn off radios

B) Manual dispatch and paper logs
C) Ignore calls
)

D) Postpone emergencies

Explanation: Revert to manual procedures.

MCQ 16. EMAC enables:

A) International military treaties

B) Interstate mutual aid with reimbursement/liability clarity
C) Stock market regulation

D) Patent pooling

Explanation: EMAC standardizes interstate aid.

MCQ 17. Lone actors are harder to detect because:

A) They never leave traces

B) They show fewer logistical indicators
C) They cannot travel
)

D) They never use online platforms

Explanation: Minimal logistics lower detection.

MCQ 18. Base EOP vs annex:

A) Base lists only hazards

B) Base defines roles/processes; annex adds hazard specifics
C) Annex defines ICS
)

D) Base has evacuation maps only

Explanation: Annexes tailor tactics to hazards.

MCQ 19. Prioritize funding by:



PrepPool.com  SEC-310 — Final Exam Practice Study Guide (Sampler)

A) Political preference
B) Likelihood x impact and mitigation ROI
C) Equal amounts

D) Most viral story

Explanation: Use risk and ROI.

MCQ 20. Rumor control should:

A) Wait days to respond

B) Use plain language, frequent updates, and trusted messengers
C) Share unverified claims

D) Avoid two-way feedback

Explanation: Active, transparent messaging.
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